OBIEE - Secured!

Discussion on various options to secure your Bl deployment
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Outline

Aspects of security
Overview of OBI security options

How to integrate security with E-Business
Suite

Encryption of sensitive data
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Security: Different Aspects

Authentication: Who should get access?
Authorization: What data may be accessed?
Monitoring: Is usage being audited?

Integration: Does a common security model need to
apply between your OBIEE deployment and eBS
Implementation?

Encryption: Is sensitive data protected?
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OBIEE Plus

Bl Publishar

Financial Raporting
Interactive Reporting
30A Production Raporting
Wab Analyziz
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Authentication

- Validate logon / password

« Use Oracle Bl Security Manager to manage security

© Oracle Bl Ad

for a repository.

Presentation

3 Customer
(1 EBS Analyt
(X Financial §
[ Inventory C
3 Manufactur
(X3 OrderBoo
(E3 Payables ¢

* Set up users / groups

Variables...
Projects...
Marketing...

nistration Tool - EBSAnalyticMaster.rpd
[UELEGEN Tools Window  Help

Business Model and Mapping
(L0 EBS Analytic Business Madel

 LDAP users/ groups
« Supports OID, SSO
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[ Procurement Catal
(E Product Margin Catd
[ Profitand Loss Ana

SecurityManager
Action Edit LDAP Help

Physical
[El ] EBS Analytic Physical

(3 Quality Catalog

(Z Receivables Operd
[Z3 Sales Intelligence
(3 Workforce Manage
(33 Workforce Manage

al

Edit security objects

= b Security
m Users
ﬁ Groups
EE LDAP Servers
1% Hierarchy

Name

I Description

¢7 Administrators

€2 FI_OBIEE_AP_RESP

€5 FI_OBIEE_AR_RESP

¢TI FI_OBIEE_PL_RESP

€2 HRI_OBIEE_WRKFC_MGRH
€T HRI_OBIEE_WRKFC_ORGH
€2 BIV_DBI_CUST_SUPP_MGMT
¢%ISC_DBI_VP_OPS
¢2POA_DBI_VP_PROC

€T RCI_OBIEE_FINSTMTCERT
€2 BIL_OBIEE_SALES_MGR
¢71SC_QT_DBIEE_QUALITY
€2 HRI_OBI_ALL_ORGH

¢ HRI_OBI_ALL_MGRH

¢ BIS_OBIEE_ADMIN

¢ BSC_PMD_USER

‘ A

Supply Chain h
Procurement M

Quality Intellige

Oracle Busines
Performance v

I
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Authorization

 Manage query execution

 Restrict query access to specific objects, including
rows and columns, or time periods

« Control runaway queries by limiting queries to a
specific number of rows or maximum run time

 Limit queries by setting up filters for an object
(typically for facts)

r .
it Protege
PARTNER -
|

S;-CFME SERYIES, 1ML



Access Restrictions

» Access to subject areas, column-level security

\
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File Edit WView Manage

Presentation

E - Sales Channel
E Facts
-Bookings and Backlg
Booked Date
Crdered Date
Promise Date
Request Date
Scheduled Date
Crder Number
Order Number (Dril
Line Number
Line Category Cod
Unit List Price

nit Selling Price

i o o o o o o o

Booked Quantity
Fulfilled Quantity
Ordered Quantity
Ordered Quantity U
UoM

Functional Currency
Booked Value (Fur
Fulfilled Value (Fun
Primary Currency
Booked Value (Prin
Booked Value (Prir
Fulfilled Value (Prirt
Current Backlog V=
CurrentPastDue S
~E CurrentPast Due P
- E Current PastDue ([

T Moerant Dot Mo |

l |

01 104 1041 e 041 o 0 ] o o o o] 0] I

O Oracle Bl Administration Tool - EBSAnalyticMaster.rpd
Toaols
D@ ed|» 2R [T b

Window Help

=N

Business Model and Mapping

Presentation Column - Discount

General | Aliases |

Physical

Name: |Disco unt

v Use Logical Column Name

Permissions...

[~ Custom display name

S Permissions - Discount

Logicall

General |

&

Detent [~ Show all users/groups

Calcul:

VALUEOF(NQ_SESSION.CN_Order_Booking_an

_ [OX

)

User/Group

HRI NRIFF WRKF( NRGH

"Order Booking and Fulfilment Catalog".."- By




Access Restrictions

» Restrict access to answers in the catalog

O Oracle Business Intelligence Catalog Manager - http://oracle2go.us.oracle.com/analytics/saw.dll

File Edit ‘iew Tools Help

| cut Copy Faste | @ | Search Evplore

2 Tree 2 | =] =5 |
=

| fshared/Supply Chain Inteligence/Answers EI

e Name | Type | Permissio... | Date Created [ L4

] _disconnected =

-] _ibots

20 _mktgdefaults

-] Compliance Inteligence Ele

3 Finandials Inteligence G5l ci B Current Production Backiog

“[J Human Capital Inteligence 8] Ol ysers and groups (Explicit permissions) Additional users and groups (Effective permissions

=3 Supply Chain Inteligence Efe —
5 ey I | Permission Name | Type | .~
5] F [DBLVP_OPS Traverse = Authenticated Users Group =
FAr entation Server Al i| BIL_OBIEE_SALES_MGR Group =
5] Fu ﬂ BIS_OBIEE_ADMIN Group
In Traverse J BIV_DBI_CUST_SUPP_... Group
Bl | ¢ BSC_PMD_USER Group 2
B —|Ful Control [STETTE Lol Nty —
EM [v show groups onh
Bl m
EI M 0K I Cancel |
EAm
5] Material Usage Varance Request Ful WedJun 04 23,0 V
[o] Material Usage Variance(Category) Request Full Wed Jun 04 23... V
[o] Material Usage Variance Detail Request Full Wed Jun 04 23... V
E@Material Usage Variance Detai: Prompt Dashboard ...  Ful Wed Jun 04 23... V
[5] Material Usage Variance Trend Request Ful Wed Jun 04 23... V
[B] Most Late Order Lines Request Request Full Wed Jun 04 23... V
[B] Non-Contract Purchases By PO Number  Request Full Wed Jun 04 23... V
[B] Non-Contract Purchases Navigation Request Full Wed Jun 04 23... V
5] OBFA_Overview_Graph_1 Request Full Wed Jun 04 23... V
5] OBFA_Overview_Graph_2 Request Full Tuelan09 17:.... T r 4
o &)} OBFA_Overview_Graph_3 Request Full Tuelan09 17:... T n
ORACLE OBFA_Overview_Guided_Navigation Request Ful TueJdan 09 17:... T | T
F FANBEA Muarvicn Droamnd MNachhnard Eull Tiia Eah M 19 T i b —— o —
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Data Security: Object filters

O Oracle Bl Administration Tool - EESAnalyticMaster.rpd

 Determine
securing attribute

* Create an init.
block to retrieve
allowable values

« Assign the filter
to objects and
grant to the users
or groups

\
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Fle Edit ‘View Manage Tocls

Presentation

| - Time - Promise Date
- Time - Request Date

- Time - Schedule Ship Da

W

|!-:-.:

Security Manager

Business Model and Mapping

Physical

_ [OX]

= - Inventory Organization
- Operating Unit

- ltem

- Customer

- Order Line Status

- Order Source

- Order Type

- Line Category

- Return from Customer R
- Sales Channel

Facts

- Bookings and Backlog
= - Shipments

- Order Fulfillment

- Scheduled Shipments

- Order Booking and Fulfill§
[ - OrderLines- OLTP
-COGS

- - Accounts Receivables

. Payables Operations Analysi
Procurement Catalog

[ ProductMargin Catalog

# (13 Profitand Loss Analysis
-3 Quality Catalog

Receivables Operations Ana
[ Sales Intelligence

-0 Workforce Management (Mar
#-(E0 Workforce Management (Org

K

"ISC_DBL VP_OPS"

Action Edit LDAP Help
=@ Security Name Description
-~ Users €% Administrators
€8 Groups €T FIl_OBIEE_AP_RESP
- E LDAP Serv. [ FI_OBIEE_AR_RESP
8% Hierarchy  |¢BFI_OBIEE_PL_RESP

Group - ISC_DBI_VP_OPS

Group |

44

Descrij

Membs
Adr]

wiu
beri

¢TEBIS
¢TBS

Mame: |[ISC_DBI_VP_OPS

User/Group Permissions - ISC_DBI_VP_OPS

General' Query Limits  Filters |

ain Manager
nt Manager Admin Group

lligence

&

Model Filter |

| Status

"EBS Analytic Business
‘Madel" "Inventary
‘Organization”

‘Model""Inventory Balance"

‘Enable

Sl

BS Analytic Business
odel""Inventory
rganization"."Inventory
rganization ID" =
ALUEOF(NGQ_SESSION."ORG

e T R

(I |)

odel""Inventory
rganization"."Inventory
rganization ID" =
VALUEOF(NQ_SESSION."ORG_
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Monitoring Usage

* Track usage to optimize
» Database for queries
» Aggregation strategies
 Billing users / groups based on usage

e Two methods

* Insert usage data into database tables
(recommended)

 Insert usage data into log files
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Monitoring Usage

* Modify NQSConfig.ini

parameters

* Create reporting on

usage tracking table

S_NQ_ACCT

! PARTNER

03 Cracte mt 4w

[ETHTE]

QSConfig otepad [ |
Fle Edt Format View Help Mniize

R G TS
Usage Tracking Section

Collect usage statistics on each logical query submitted to the
server.

e W

HEHR AR R R R R R R R R R R R R R R R R R R R R R R R
[ USAGE_TRACKING ]

JENABLE = NO;

/f
// Parameters used for writing data to a flat file (i.e. DIRECT_INSERT = NO).
/Y

STORAGE_DIRECTORY
CHECKPOINT_INTERVAL_MINUTES
JFILE_ROLLOVER_INTERVAL_MINUTES
CODE_PAGE

/o
1/

JDIRECT_INSERT = YES;l

"<full directory path>";

3

30;
"ANST"; // ANST, UTF8, 1252, etc.

/f
// Parameters used for inserting data into a table (i.e. DIRECT_INSERT = YES).
i

HYSICAL_TABLE_NAME
ONNECTION_POOL
UFFER_SIZE
UFFER_TIME_LIMIT_SECONDS
UM_INSERT_THREADS
IAX_TNSERTS_PER_TRANSACTION

7/ 3

"<Database> <CataTlog> <Schema>"."<TabTe>";
"<Database>"."<Connection Pool>" ;
10 MB ;

3
53
3

[~
53

iageTracking rpd
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Integrating with E-Business Suite

* Integration aspects
 Single Sign-On / Authentication
* Application Data Security
* Drill to Transactions
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Do

« Two ATG patches (5556799, 5473858). Both are part of
11i.ATG_PF.H RUPS

Pre-Requisites

* Client browser should accept cookies

« OBI (10.1.3.2 or higher) installed on the same domain
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Authentication Integration

ORACLE E-Business Suite

Login
Usemarje [WTUCKER
Passwafd
Login ]
[0 Budget User - CEQ, Vision Operations | Intelligence Overviews
) ) ) 3 Daily Business Intelligence [E sales Forecast Management
Copyright 2004 Oracle Corporation. All rights reserved. ‘Administrator El Sales Management
Administrator =dles Vianagement
3 Daily Commodity Intelligence E Opportunity Management

3 Daily Interaction Center Intelligence |5l Product Revenue Bookings and Backlog

(3 Daily Payahles Intelligence

3 Daily Procurement Intelligence E )

3 Daily Product Intelligence g Salequ

(3 Daily Project Intelligence g Opportunities

3 Daily Quoting Intelligence Leads

(3 Dally Sales Intelligence OBI EE Dashboard

3 Daily Sewice Contracts Intelligence E 0Bl EE hboard

[ DBl Incremental Request Sets
Employee Self-Semi 3 N} ’ ’

% Har LiDneeiﬂa:a ef ol ORACLE Interactive Dashboards e e Tt
N Line Vianager

[ iExpenses

(] !Recru!tment Employes Order Management

3 iRecruitrnent Manager -

% Manager Self-Senice || @verview | Forecast | Revenue | Effectiveness | Customer | customerReport | Exceptions
Manufacturing and Dist

3 Marketing Manager

3 Oracle Marketing Admi

[ Oracle Marketing Supe Quarter Product Hierarchy

[ Preferences SSWA 200tas LY v || Go]

(3 Procurement Manager

(3 Profit Center Manager
&

Oracle Sales

Welcome, WTUCKER! | Dashboal

[ Self Senice Time and B A
¥ If invoice revenue iz not keeping pace with order revenue, click here to find the products % I this quarter's order revenue iz significanthy
contributing the mozt to the revenue gap. products are contributing most to the gap.
Top Contributors to Gap Between Order and Invoice Revenue Changes in Order Revenue from Last Quarter

- h b
‘ ] Cumulative Order and Invoice Revenue Q 4 ' Cumulative Order Revenue
Select View Select Viev
EF Cumalative Drder Revenue - Cmalative Involce Revenue B Cumulative Crder Revenue
o &
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Authentication Integration: EBS

Login into EBS

Set profile option "FND: Oracle Business Intelligence
Suite EE base URL" to
http://[hostname.domain_name]:[port_number]

The OBIEE link is [base_url]/analytics/ saw.dlIl?
[module_invoked] &acf=

* [module_invoked] = Dashboard or Answers and [acf _id] is

a 10 digit number generated by EBS.

EBS sends a cookie to the browser

r .
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Authentication: Presentation config

- Modify instanceconfig.xml for external authentication

<Auth>
<ExternallLogon enabled="true'>
<ParamList>
<Param name="NQ_SESSION.ICX_ SESSION_COOKIE"
source=""cookie"
name lnSource=""EBSAppsDatabaseSID"/>
<Param name="'"NQ_ SESSION.ACF"
source=""url"
name lnSource=""ACF"'/>
</ParamList>
</ExternallLogon>
</Auth>

« Restart the Presentation server.

* Note: Once the Presentation Server is setup as above, it will only support
external authentication. You will no longer be able to login directly into
Presentation server using http://hostname/analytics. You will need to log in to
EBS first.
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Authorization: Repository Confi

« Set up Connection Pool property

Connection Pool - Oracle EBS OLTP Connection Pool

Geheral ] ] wirite Back]
= .
CTa Mame; |Cllacle EBS OLTF Connection Pool Pemizsions...
LCall interface: |Default [OCT 151 j
arimum connechions: B4 =

[ Bequire fully qualified table names
Data zource name: |V.~'-‘-.LUEDF[UHA_EBS_DLTF'_DSN]

v Shared logon
User name: |VALUE OF[OR&_EBS_DOLTP_IISER) Pasgword; |messs

¥ Enable connection pooling
Tirmeowt: |5 | [ritbes) j
¥ Usze Multithreaded Connections

[ Execute queries azpnchronously

E xecute on Connect: |c:a|| S valueof(NE_SESSION.ACF) */ APF_SESSION. validate_icx_session[valueofNE_SESSION.IC<_SESSION_COOKIE])

v Parameters supported

Izalation level: |Dirt_l,l read j

Description:

User Mame iz WALUEOF(ORACLE_OLTP_LISER)
Data zource name: WALUEOF(ORA_EBS_OLTP_DSM)

0k | Cancel Help |
cenninED Pratége
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 Create Initialization blocks for:

Authorization: Repository Config

« Security Context
Variable Manager DEHZI

* Responsibility

* Language

CERTIFIED
PARTMER

Action Edit Help

=¥ Repository

=71 Variables
&1 Dynamic
71 Static
=17 Session

= &1 Variables
- &1 System
&N Security
£ Non-System

il

@ Initialization Bloc..

@ Initialization Bloc..

»

Name

] Initialization string

& FiilnitCCUserTopNodes

i FiilnitCCUserTopNodeValues
& FiilnitCompanyUserTopModes
& FiilnitCompanyUserTopNodeValues

@ FiilnitCurrentTime
@ FiilnitFinDim
i@ FiilnitMessages

& FiilnitOperatingUnitSecurityList

a Resp
FndGetSecContext
FndSessionLang

SELECT 'LIST_OF_USER_TOP_CC_IDS', g.COST_CENTER_ID FROM FI_COST_CENTER_GRANTS g WHE
SELECT 'LIST_OF_USER_TOP_CC_VALUES' fdescription FROMFI_COST_CENTER_GRANTSg.  FND_I
SELECT 'LIST_OF_USER_TOP_COMPANY_IDS'. g. COMPANY_ID FROM FI_COMPANY_GRANTS g WHERE
SELECT 'LIST_OF_USER_TOP_COMPANY_VALUES' fdescription FROMFI_COMPANY_GRANTS g.  fnc
SELECT y.NAME CURRENT_ENT_YEAR, q.NAME CURRENT_ENT_QTR FROM FI_TIME_DAY d. FIl_
SELECT c.master_value_set_id fi_company_vset_id, ccmaster_value_set id fi_cc_vset_id, fc.master_value_:
SELECT message_text FROM FND_NEW_MESSAGES WHERE language_code = USERENV(['LANG') AND m:
select'OU LIST' arganization id from hr_all_organization units where organization_id in select organizatic

RESPONSIB R RESPONSIB RE RESPONSIB D of(NQ
select FND_GLOBAL.RESP_ID. FND_GLOBAL RESP_APPL_ID, FND_GLOBAL SECURITY_GROUP_ID., FND
SELECT USERENV{'LANG') FROM DUAL

GetEESHomepage
@ GetEBSLogon
i GetGlobalCunrencies
i GetHcmMgrhSecPerlD
@ GetHcmOrghSecOrglD
i GetOPILasiRefreshDate
@ GetProdCatUnassigned
@ GetReglLastRefreshDate
& GetSecuredQrgList
P GetSRTypelist
i Quality Dimensions
i Schema Name
@ SetLOGLEVEL

SELECT fnd_run_function.get_run_function_url{  CAST({fnd_function.get function_id{'QAHOMEPAGE") AS NUME
SELECT fnd_run_function.get_run_function_urll  CAST{fnd_function.get_function_id{'CAHOMEPAGE") AS NUME
select bis_common_parameters.get_currency_code. fi_currency_api.get_prim_curr_name. bis_commaon_param
SELECT hri_bpl_security get_mgr_id(valueoffNQ_SESSION.EMPLOYEE_ID). valuecffNQ_SESSION.RESP_ID),
SELECT hri_bpl_security.get_org_id(valueofiNQ_SESSION.EMPLOYEE_ID), valueof(NQ_SESSION.RESP_ID),
selecttrunc{max(decode(object name, 'OPI_DBI_COGS_F', nvl{period_to,start_date).null))) COGS | trunc{max(de
SELECT DESCRIPTION || ('|| MEANING ||') from FND_LOOKUP_VALUES where LOOKUP_TYPE = ITEM_CA’
selectmax{period_to) from bis_refresh_log where object_name ='POAREQLN' and status='SUCCESS'
select'ORG_LIST', id from bis_organizations_v where responsibility_id = valueofiNQ_SESSION.RESP_ID)
SELECT 'SRTYPE_LIST incident_type_id from { selectincident_type_idresponsibility_id,sr_agent_security frc
select max{decode(NAME, 'Nonconformance Type', char_id)) NCST_ID, max(decode(NAME, 'Nonconformance
Select'APPS' from dual

select2 from dual
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Drill to EBusiness Suite

4 Order and Invoice Revenue by Product @ Top 10 Orders

Select View Sales Order | EBS Action Source Order Status | Total Ordered
. Customer Hame | Description Amount™

dma”tetr Fe”"'ce Closed 739,418

Total Ordered Amount B Total Involced Amount n entalz
100174 () Businezs World Closed $738,893

Computer Cases I . I t
Data Storage Devicas 120043 & I:’Cﬂg'"g NNOVALONS, | joseqd 574,063
Software .

Diagnostics Home Logout Preferences Help

e ORACLE . - N
Home Order Status Delivery Custamer Service

Handheld Comp;
éales Order 100173 )
Deskt
_Printahle Page )

Praduct Hiararchy 1 Name

WP, Spreadshest)  Ganeral Shipping Billing
Customer Mame Computer Service and Rentals Freight Terms Prepaid Bill To Duisburg
Power Supy Customer PO Shipment Priority Duisburg, 43125, DE
Crder Date  18-Dec-2001 04:25:06 Delivery Summary View Delivery Summary — Payment Terms 2110, Net 30
MNeed By Date  18-Jan-2002 04:25:21 Delivery Line Details  View Line Details Price List EURO
Booked Date  18-Jan-2002 04:27:35 Total 816,640.00 Euro
Status Closed Pricing Details  View Pricing Details

Quality Plan  View Quality Plan
Invoice Information  View Invoice Information

Lines
Line
Line Ordered Fulfilled Unit Extended Line Delivery Expected Return Invoice
Num (ltem Item Description Quantity = UOM Quantity  Price Price Type |Status|Name Ship Date Details Request Detail
11 82000 Consulting/Training 420 Ea 420 1.150.00 483.000.00 DEBIll Closed = i’
Only
21 40000 Modem - Serial 1300 Ea 1300 170.00  221.000.00 DEBIll Closed i’
Control Only

_ Printable Page |

Home | Order Status | Delivery | Customer Service | Diagnostics | Home | Logout | Preferences | Help

EI:‘D‘fl'Igh.t 2000-2005 Oracle Corporation. All rights reserved. Privacy Statement
nut this Pane frivacy lalement
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SOFTWARE SERVIES, ML




Drill to EBusiness Suite: Action Link

|dentify the EBS Application page/function

|dentify the base EBS table and create view (query) in the metadata

Physical Table - OE_ORDER_HEADERS_ALL

(=13

( 1 ) : F u nCtI O n Id Of General l Columns] Keys ] Foreign Ke_l,ls]
HMai OE ORDER ADERS A
the page you want to
Table Type: Select ~|
n aVig ate to i n E B S ™ Lze databaze specific SAL
Default Initialization String
1 FEADER_ID -
(2): Security context R
ST(fnd function.get_function_id1SC_ORDINF DETAILS PMY' AS NUMBEFJ_I (1)
CAST[VALUEDF[NQ SESSIDN DLTF' EBS RESF_| ID]AS MUMBER], (2)
CAST VALUEDF ulP] SESSIDN DLTF' EBS SEC GROUP ID] A5 NUMBER].
ade=MI tiohtame=I5C_0ORDINF_DETAILS_ P, =
NULL] DHDEH HEADEH AETIDN LINK LRL 2
[ Cacheabl
{v
I El
Hint:
Description:
0K | camcel | Hen |

PARTNER
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Drill to EBusiness Suite: Action Link

 Map Metadata View to Base Fact Table

\

CERTIFIED
PARTMER

Hl]E_DRDER_HEADERS_ALLI] "'%ac:_w_SALEs_uRDER_LmE_Fl

Physical Foreign Key - Fact_W_SALES _ORDER_LINE_F_FKey#8

B Name: [Factw_SALES_ORDER_LINE_F_FleyH3

Table: T able:
|DE_DHDEH_HEADEF|S_.-’-‘«LL _I |Fact_W_S.t‘-\LES_DHDEH_LINE_F _I
LColumn: Caolumn:

Mame Operator: Mame | T
%2 HEADER_ID l__, E w_INSERT DT DA

E DORDER_HEADER_ACTION_LIMK_URL — E w_UPDATE_DT Da—

E 58LES_ORDER_HD_ID il
< ] | > < i | >
Dirivig I Maone ;I Tupe: I Irer ;I
— Cardinality
CH Co01 &1 ©1 Col #N
Hint: |
Expression:

DE_DRDER_HEADERS_ALLHEADER_ID = Fact W _SALES_ORDER_LINE_F.SALES_ORDER_HD_ID

(]9 Cancel

Help

Pratégé
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Do

* Encrypt your sensitive data (e.g. social security

Data Encryption

numbers)

« Store encryption key and data in separate places

* Renders stolen data / tapes worthless

e Easiest to do this in the database, not in OBIEE. Use

Transparent Data Encryption (TDE) feature of Oracle
10gR2 and above.
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How Encryption works

Can encrypt any or all columns
Single encrypted table key

Stored in a separate location
(wallet)

“Salt” added to prevent same
encrypted key for identical value

ORACLE [yl

mnmr_




Encryption: Setup

« Specify wallet location Default:
= $ORACLE BASE/admin/$0ORACLE_SID/wallet

* Create the wallet
< alter system set encryption key authenticated by

“protege’;

* Open the wallet

< alter system set encryption wallet open authenticated
by “protege';

r .
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Encrypt Columns

SQL> desc accounts

Name Type

ACC_NO NUMBER
ACC_NAME VARCHARZ2(30)
SSN VARCHAR2(9)

alter table accounts modify (ssn encrypt);
Table altered.
SQL> desc accounts

Name Type

ACC_NO NUMBER

ACC_NAME VARCHAR2(30)

SSN VARCHAR2(9) ENCRYPT
A=

Protégeé
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If there is a breach...

 |If someone decrypts the keys, encrypt with a different

algorithm

alter table accounts rekey using "aes256";
-— default 1s aesl192

 If wallet password is leaked, use Wallet Manager to
¢ Close the Wallet Malet Ogerations_elp ORACLE

§ o wal |Secret Store Entries
+ change the wallet af [emm " oo
pa SSWO rd Trusted Certificates
* Open the wallet for
encryption

* Alter table to rekey

Wallet opened successrulhy

ORACLE Jriees Protégeé
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Do

Aspects of security - Authentication, Authorization,
Monitoring, Integration with other systems (EBS), and
Encryption

Overview of OBI security options - Security Manager,
Initialization Blocks, Filters, Access restrictions in the
Catalog

How to integrate security with E-Business Suite (SSO
Authentication, Application Data Security, Drill down
to transactions in EBS)

Encryption of sensitive data in the database

Recap

F &
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For More Information..

ACLE

eeeeeeeeeeee

4 CERTIFIED
PARTNER

ORACLE
TECHNOLOGY NETWORK

ORACLE

METALINK
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Do

Thank Youl!

* Kiriti Mukherjee
Protege Software Services, Inc.
600 West Cummings Park, Suite 4300
Woburn, MA 01801
Toll Free: (877)927-9899 ext 8336
Direct: (781)305-8336
E-Mail: kmukherjee@protege.com

~ * http://intelligentbusiness.wordpress.com
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