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Outline

• Aspects of security

• Overview of OBI security options

• How to integrate security with E-Business 
Suite

• Encryption of sensitive data



Security: Different Aspects

• Authentication: Who should get access?

• Authorization: What data may be accessed?

• Monitoring: Is usage being audited? 

• Integration: Does a common security model need to 

apply between your OBIEE deployment and eBS

implementation? 

• Encryption: Is sensitive data protected? 



OBIEE Plus



Authentication

• Validate logon / password

• Use Oracle BI Security Manager  to manage security 

for a repository. 

• Set up users / groups

• LDAP users / groups

• Supports OID, SSO



Authorization

• Manage query execution

• Restrict query access to specific objects, including 

rows and columns, or time periods

• Control runaway queries by limiting queries to a 

specific number of rows or maximum run time

• Limit queries by setting up filters for an object 

(typically for facts)



Access Restrictions

• Access to subject areas, column-level security



Access Restrictions
• Restrict access to answers in the catalog



Data Security: Object filters

• Determine
securing attribute

• Create an init.
block  to retrieve 
allowable values

• Assign the filter 
to objects and 
grant to the users
or groups



Monitoring Usage

• Track usage to optimize
• Database for queries

• Aggregation strategies

• Billing users / groups based on usage 

• Two methods
• Insert usage data into database tables 

(recommended)
• Insert usage data into log files



Monitoring Usage

• Modify NQSConfig.ini
parameters

• Create reporting on 
usage tracking table
S_NQ_ACCT



Integrating with E-Business Suite

• Integration aspects
• Single Sign-On / Authentication

• Application Data Security

• Drill to Transactions



Pre-Requisites

• Two ATG patches (5556799, 5473858). Both are part of  

11i.ATG_PF.H RUP5 

• Client browser should accept cookies

• OBI (10.1.3.2 or higher) installed on the same domain



Authentication Integration



Authentication Integration: EBS

• Login into EBS 

• Set profile option "FND: Oracle Business Intelligence 

Suite EE base URL"  to 

http://[hostname.domain_name]:[port_number] 

• The OBIEE link is [base_url]/analytics/ saw.dll? 

[module_invoked] &acf= 

• [module_invoked] = Dashboard or Answers and [acf_id] is 

a 10 digit number generated by EBS.

• EBS sends a cookie to the browser



Authentication: Presentation config

• Modify instanceconfig.xml for external authentication
<Auth>

<ExternalLogon enabled="true">
<ParamList>

<Param name="NQ_SESSION.ICX_SESSION_COOKIE"
source="cookie"
nameInSource="EBSAppsDatabaseSID"/>

<Param name="NQ_SESSION.ACF"
source="url"
nameInSource="ACF"/>

</ParamList>
</ExternalLogon>

</Auth>
• Restart the Presentation server.
• Note: Once the Presentation Server is setup as above, it will only support 

external authentication. You will no longer be able to login directly into 
Presentation server using http://hostname/analytics. You will need to log in to 
EBS first.



Authorization: Repository Config

• Set up Connection Pool property



Authorization: Repository Config

• Create Initialization blocks for:
• Security Context

• Responsibility

• Language



Drill to EBusiness Suite



Drill to EBusiness Suite: Action Link

• Identify the EBS Application page/function 

• Identify the base EBS table and create view (query) in the metadata

(1): Function_id of 

the page you want to

navigate to in EBS

(2): Security context



Drill to EBusiness Suite: Action Link

• Map Metadata View to Base Fact Table



Data Encryption

• Encrypt your sensitive data (e.g. social security 

numbers)

• Store encryption key and data in separate places

• Renders stolen data / tapes worthless

• Easiest to do this in the database, not in OBIEE. Use 

Transparent Data Encryption (TDE) feature of Oracle 

10gR2 and above.



How Encryption works

• Can encrypt any or all columns

• Single encrypted table key

• Stored in a separate location 

(wallet)

• “Salt” added to prevent same 

encrypted key for identical value



Encryption: Setup

• Specify wallet location Default:
• $ORACLE_BASE/admin/$ORACLE_SID/wallet

• Create the wallet
• alter system set encryption key authenticated by 

“protege";

• Open the wallet
• alter system set encryption wallet open authenticated 

by “protege"; 



Encrypt Columns
SQL> desc accounts 
Name Type 
---------- ------------
ACC_NO NUMBER 
ACC_NAME VARCHAR2(30) 
SSN VARCHAR2(9) 

alter table accounts modify (ssn encrypt);
Table altered.
SQL> desc accounts 
Name Type 
---------- ------------
ACC_NO NUMBER 
ACC_NAME VARCHAR2(30) 
SSN VARCHAR2(9) ENCRYPT  



If there is a breach…

• If someone decrypts the keys, encrypt with a different 
algorithm

alter table accounts rekey using 'aes256';  
-- default is aes192

• If wallet password is leaked, use Wallet Manager to 
• Close the Wallet
• Change the wallet 

password
• Open the wallet for 

encryption
• Alter table to rekey



Recap

• Aspects of security – Authentication, Authorization, 
Monitoring, Integration with other systems (EBS), and 
Encryption

• Overview of OBI security options – Security Manager, 
Initialization Blocks, Filters, Access restrictions in the 
Catalog

• How to integrate security with E-Business Suite (SSO 
Authentication, Application Data Security, Drill down 
to transactions in EBS)

• Encryption of sensitive data in the database



For More Information..
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